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VTE Overview

Web-based resource for delivering training material S
* Online, on-demand from any web browser

Recorded lecture and hands-on labs

Formative, “low-stakes” assessments

User forums

Progress tracking

Access Is sponsored by DISA and DHS

« Anyone with a .mil or .gov email address can request
access

« All other requests are verified for sponsorship
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VTE Format

Home Library Training AboutYTE GetAccess Help

My VTE
Upcate vour profie, access courses, print progress reponts, and get help from instructors, The following functions are About this Page
avallahle:
Welcome to by TE, Fram here you can manage your
profile data, teack vour enralled courses, and retrieve
MV Profile Class completion data,

Here vou can update your name, email, and login, Yau can reset vour passweord, and if chancge your location, you can

My Courses Wy WTE
Here yau can take courses in which you've been enralled, get & summary of your course progress, contact instructors, Wy Profile
and interact with ather students inthe same courses. Wy Courzes
(ISC)2 (TM) CISSP (R) Prep Version 2
CCMA Security
Centaur and Trickler for Metwork Traffic Analysis
Cizco COMA Survey
Content Library Cisco Metwork Security 1
Cizco Metwork Security 2
CompTI4 Metwork+ Prep
| CompTl4 Metwarks Prep (2009)

il Contort Category: = | Keyword: [retwork Search |
anten g
4| ) CompTI& Security+ Prep (SY0-101)
Updated with the last: =l Rating: 77777 Content Type: @Eg! CompTIA Security+ Prep (SY0-201)

* Gray hivces allow you to fiter the content in the library, tan boxes indicate an active fitter Creating a CSIRT
D54 HBSS 3.0

" RIS 8 HRSS 30 - hanacer
e ’ Description:
_m Thiz topic focuses on fitering and access controls above

Home Library Training AboutVTE GetAccess Help

Application Filtering and Network Access Controls 392007 77 U7 U0 laper 4, with an emphasis on Sguid and other praxies.
B Auditing Wireless Networks a7 O e vy @ Duration:
B  Cabling Local Area Metworks (LARNS) 11/4/2009 77 7% 77 @ Direct Link:
B Cabling Wide Area Networks (WANS) 12009 2 o oy O At eleite cepy LR
B CCNA- MNetwork Testing gy i @
B CCNA- Scaling Metwarks with MNAT and PAT gao iy @ Q@ Launch
B CCNA-Wide Area Networks (WANS) g7 v vy @
B Cisco Netwark Admission Control and Secure Agent 5242010 77 77 77 @
CISSP Course DYD (Zip file) ganor O 7 7 O
Bl CISSP Y2 Course DVD (Zip file) 992008 Ty 7 77 @

123456789210 S
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VTE Player

-

LECTURE: IPV4-IPV6 COMPARISON

Length: 3 slides (4 minutes)

Slide (Single)

Toggle Slide Havigation El [ create sticky Hote 7

UNCLASSIFIED

IPv4 / IPv6 Side-by-side -1

IPv4

32-bit address (dotted decimal)

4 x 8-bit boundaries
576-byte minimum packet
Optional IPSec

No identification of packet flow

for QoS handling

Fragmentation performed by
routers and/or sending host

ARP broadcasts

IPv6

128-bit (colon-hexadecimal)
8 x 16-bit boundaries

1280-byte minimum packet

|PSec support required, Configured
using IPSec Extension header

Flow Label field added to IPv6 header
to support QoS

Fragmentation can only occur at the
sending host

ICMPv6 Neighbor Solicitations
messages (no broadcasts in IPv6)

Nawvigation Details Takeaways

|FwE Sides b Bﬁﬂ‘_'._-

1Pwed £ 1P Side-byside -2

1P F 1P Side-by-side -3

Time Bemaining: 3 minutes 26 seconds:

Transcript

side by side, this is sort of a summary of w4 versus
wi, we have 128 bit wersus a 32 bit address, we
have a 576 minimurm packet for IPv4, versus a
1280 byte minimum packet in IPv6, so depending
on vour communications protocol, your
communication rechanism, it may not support it, or
you may have to evaluate whether or not&ou're

UNRCLASSIFIED

@Iimmmlwm

% Follaw Speakar
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VTE Structure

Courses, topics, and content items

CO u rse > =-+% TMI Cyber Analyst

‘ Network Security (TMI)
@ Introduction to Survivability

‘ Introduction to PCAP Analysis & Sig Development

TO p I C b‘ Web Browser Security

B web Browser Security Module Overview [NS] —

a Introduction and Browser Historical Context [NS]

E] DEMO: ActiveX [C]

g Common Browser-based Attacks - ActiveX [C]

g Common Browser-based Attacks - Adobe Flash [NS]
g Common Browser-based Attacks - Java [NS]

Common Browser-based Attacks - Multimedia and
% Cookies [NS]

q Common Browser-based Attacks - XS5 and CSRF [NS]
g Common Browser-based Attacks - S5L 1 [NS] » C t 't .t

g Common Browser-based Attacks - S5L 2 [NS] O n e n I e mS
& DEMO: SSLSTRIP [C]

g Common Browser-based Attacks - URI Handlers [NS]
g Mitigations - Internet Explorer [NS5]

5] Mitigations - Mozilla Firefox [NS]

5] DEMO: NoScript [C]

g Mitigations - Safari [C]

= LAB: Cross-Site Scripting and Cross-Site-Request

== Forgery [NS] —
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VTE Content Items

_Ive video training

Documents (e.g., Word, PDFs, etc.)
Demonstrations

_abs

_Inks

. Training transcripts

- Assessments
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VTE Capture Process

#1 Pre-Production Asset Creation, Collection and Conversion
Planning/Meeting (AC3) Process/Workflow
‘ | #2 Acquisition
#3 TTSS Prep

#4 Transcription

#5 Timecoding &
Slide Sync

#56 EDL
Creation

#7 EDL
Editing

#8 EDL
Parsing

& Demos

#9 Editing Video |

#10 XML
Production

#11 Conversion &
Final QA
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Presenter Guidelines

1. Wear solid colors/Avoid busy patterns.
2. Avoid sweaters.

3. Refer to past material as something specific, as opposed to a date
and/or time.

4. Be prepared to provide a soft copy of the materials you presented.
5. Make yourself available.

6. Follow the instructions that are provided with the transcripts about the
editing process.

7. ldeas about the chunking of your materials.
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Contacts and Questions

Erin Czerwinski

VTE Application Specialist
edw@cert.org
412.268.7772

Other Questions and VTE Helpdesk
vie-support@cert.org
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